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Section II 

ADMINISTRATIVE 

 

12.04:  Access Constraints:   

The office administrator shall not access, read, or monitor a Director’s email unless: 

 a. Required by applicable law or court order 

 b. Expressly authorized by the President or majority vote of the Board of Directors 

       1) A record of authorization to access any Directors’ email shall be kept in  

           the WPA office. 

 

12.05.:  Security and Compliance 

Directors are responsible for maintaining the security of their accounts.  This includes: 

a. Utilizing Multi-Factor Authentication (MFA) if provided. 

b. Reporting any suspected unauthorized access to the office administrator 

immediately. 

c. Protect sensitive company data by avoiding: 

1)Copying emails or WPA records to external storage devices (online or offline) 

2)Photographing emails and WPA records for non-official use. 

 d. Maintain the Code of Ethics and non-disclosure agreements. 

 


